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Techpaper

Terms

TNM: stands for Total Network Monitor and represents its name and trademark.

Minimum system requirements
CPU: 1000 Mhz.

Memory: 512 Mb.

Disk space: 30 Mb for the installation plus 1-5 Mb for the monitoring project.
Network: TCP/IP.

Operating system: Windows 2000 / Windows 2000 Server.

Requirements for remote devices

Sensor type Requirements

Internet sensors  Appropriate protocol support and deployed TCP port availability

Terms

Minimum system
requirements
Requirements for remote
devices

Description of technology
Potential risks

Windows sensors  Windows NT4 / 2000 / XP Pro / Vista / 2000 Server / 2003 Server / 2008 Server / Windows 7; administrator rights;

ipc$, admin$ resources

Registry state "Remote registry" service

System RPC protocol, open TCP port 135, "Windows management Instrumentation" (WMI) service
performance

File sensors NetBIOS and SMB protocols, open TCP ports 445 and 139

Description of technology

The monitoring project consists of a network hierarchy (a tree-like device group hierarchy), manually created by the user and/or by means of

scanning tools, and of monitors representing the basic element of network monitoring.

Network monitoring involves a variety of checks for each device in the network and an appropriate response according to the results of these

checks. Each device includes monitors manually created by the user.

A Monitor is @ combination of a specific sensor with its parameters, of a list of actions that are executed according to the results of the sensor

check, and of authorization credentials for certain kinds of sensors.

Network monitoring includes management of all project monitors and logging of their operations. Monitor operation consists of the execution
of sensor checks at certain time intervals and of the execution of actions according to the conditions and check results. Every sensor check or

action is logged.

Here's a diagram showing how TNM operates:
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Potential risks

There are some rare problems in operation of TCP sensors. At the moment they are under examination and debugging process. The
problems are related to large numbers of monitors deploying TCP sensor checks.

Encrypted passwords (for authorization in computers or services) are stored in the monitoring project file. Symmetrical proprietary block
cipher is deployed in the program.



FAQ

: Should I install the program on a server or on a workstation?

: I don't understand the operating principle of your program. How does it work?

: I've opened a new project. How do I create my first monitor?

: I created a monitor, started it and noticed that it assumes different colors. What does it mean?

: Which log types does TNM create and what do they contain?

: What's an Activity diagram?

: How do I update my TNM to the latest version?

: There is a checkbox “"Device has static IP” in the new device create window. What does it mean?
: Can I export one of the logs to different formats?

Q: How do I deal with the errors "Access is denied" or "Unknown user name or bad password"?
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Q: Should I install the program on a server or on a workstation?

A: Both a server and a workstation can run Total Network Monitor 2. It's just a matter of usage convenience, because it's not a client-server
application, and you need to have access to the graphical console of the computer it's installed on, either directly or by using a remote
desktop utility. However, if you run it under the domain admin account, you'll be able to run monitors with WINDOWS and FILE sensors as
"current user" — otherwise you'd need to specify domain admin credentials explicitly (for example, those of the domain administrator).

However, take note that if you install the program on Windows XP SP2/SP3 or Vista SPO/SP1 and there are a lot of TCP checks running
simultaneously, these checks may return incorrect results. This is caused by a restriction on the maximum number of TCP half-open
connections (connection attempts, SYN_SENT socket state) existing in the aforementioned Windows versions, which doesn't allow for more
than 10 outbound connections to be in this state at a time. After reaching this limit, all other connections in the system (including those
executed by this program) are queued and may reach their timeout, thus producing inconsistent results. This issue is also known as the Even
t 4226 issue, because reaching the limitation produces a record in the System Event Log with EventID 4226. Windows 2000 Professional, XP
SPO/SP1, Windows 7 and newer and all Windows Server systems don't have this limitation. Thus, in the general case, we recommend to
install the program on server systems or modern desktops.

Q: I don't understand the operating principle of your program. How does it work?

A: The program revolves around 4 main points:

1. Device: any device in the network with an IP address.

2. Monitor: enables control over various aspects of device operation and execution of actions. It consists of:

2.1. Sensor: an integral part of the monitor; it directly checks the devices. There are 3 groups of sensors (Internet sensors, Windows
sensors, File sensors).

2.2. Action(s): enables alerting and taking certain measures according to user-set parameters.

See TNM's operational structure below:
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Q: I've opened a new project. How do I create my first monitor?

A: Any monitor belongs to a device, which in turn belongs to a group. That's why at first it's necessary to create a group and a device.



Select My Network Place in the tree.
Press Add Group on the toolbar.

Create a group, then select it in the tree.
Press Add Device.

Create a device and select it in the tree.
Press Add Monitor in the Monitor menu.

oUnhrwNH

More details about operations with monitors here...

Q: I created a monitor, started it and noticed that it assumes different colors. What does it mean?

A: During its work the monitor is able to assume three colors: black, red and green. Black color means that an error has occurred during
sensor operation (e.g. failure to receive authorization on the remote Windows PC). The other two colors display the logical result of a check.
For file sensors you can set the rules of color change yourself.

Q: Which log types does TNM create and what do they contain?

A: TNM maintains 4 logs:

1. All monitors log;

2. Current monitor's log;

3. Current monitor's activity;
4. Executed actions.

In All monitors log the records on all monitors are displayed. A new record is created only when a monitor changes color.

Current monitor's log only displays the records originating from the monitor selected in the list.

Records on all performed actions are logged in Executed actions. If an action has been executed with an error, an appropriate record is
highlighted red, and the error information is included into the entry.

Statistical information about the monitor selected in the list is shown in Current monitor's activity.

More details about logging here...

Q: What's an Activity diagram?

A: An Activity diagram shows all the color states that the selected monitor has been in during its run. Every check is labeled by a square, its
color defined by the result of the check. A multitude of squares of the same color form a block.

Q: How do I update my TNM to the latest version?

A: Choose Help (?) -> Check for updates in the top right corner of TNM's window. If there's a new update press Download. The update will
be installed right after TNM exits.

Q: There is a checkbox “Device has static IP” in the new device create window. What does it mean?

A: If a device obtained a static IP, it will always be used during monitoring. Otherwise, TNM will try to resolve the hostname each time and
receive the current IP address.

Q: Can I export one of the logs to different formats?

A: Yes. Select the log. Right-click on it and select one of the export formats.

Q: How do I deal with the errors "Access is denied" or "Unknown user name or bad password"?

A: These errors can occur for several reasons:
® Username or password are specified incorrectly.

Check your username and password in device or monitor properties. Specify the user name in full format: DOMAIN\Administrator.



The specified user account does not have administrator rights on the remote machine.

You need to have administrator access to remote computers to be able to monitor them (local administrator or domain administrator
rights).

Blank password.
Remote administrator access with blank password is not allowed starting with Windows XP.
The monitored computer has Windows XP Home Edition installed.

This version of Windows cannot be monitored remotely. It's an OS limitation, and the Access denied error will be displayed at all
times.

Computers are not in domain and have default settings.

Workstations running Windows XP, Vista or later client versions and not connected to a domain don't allow the local administrator to
authenticate as himself by default. Instead, the ForceGuest policy is used, which means that all remote connections are mapped to
the Guest account. But again, the administrator rights are required for monitoring. Thus, you need to update the security policy on
each computer using one of the following ways:

® Run secpol.msc, expand Local policies / Security options, locate the Network access: Sharing and security model for local accounts
policy and change its value from Guest to Classic.

® Disable the Use simple file sharing option in File Explorer’s Folder Options.

® Modify the registry: set the forceguest value, located in the "HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Lsa" key,
to zero.

For Windows client versions starting with Vista, an additional step should be taken: it concerns the User Account Control (UAC). It
restricts administrator rights for remote logons in certain cases. You should either disable UAC or make changes to the registry:
create a DWORD parameter (name: LocalAccountTokenFilterPolicy; value: 1) in the "HKLM\SOFTWARE\Microsoft\Windows\CurrentV
ersion\Policies\system" key (source). A reboot may be required.

You can modify both settings easily by running a .reg file with the following contents on such computers (omit the last two lines for
Windows XP):

W ndows Registry Editor Version 5.00

[ HKEY_LOCAL_MACHI NE\ SYSTEM Cur r ent Cont r ol Set\ Cont r ol \ Lsa]

"f orceguest " =dwor d: 00000000

[ HKEY_LOCAL_MACHI NE\ SOFTWARE\ M cr osof t \ W ndows\ Cur r ent Ver si on\ Pol i ci es\ syst eni
"Local Account TokenFi I t er Pol i cy" =dwor d: 00000001


http://blogs.msdn.com/b/vistacompatteam/archive/2006/09/22/766945.aspx

Installation

Download the most recent version of Total Network Monitor here: http://www.softinventive.com/downloads/tnm-setup.exe
Run the installation (tnm-setup.exe) and follow the on-screen instructions.

Now you can start Total Network Monitor. We recommend using our convenient computer scanning wizard upon first launch.
. You can update TNM by choosing Help (?) / Check for updates in the top right corner of TNM's window.

Hone


http://www.softinventive.com/downloads/tnm-setup.exe

Feedback and support

Please contact us if: (]
® You've found a bug in our program — we'll fix it! °
® You'd like to see new functions added — describe the situations they can help you in.
® You dislike something about our program — tell us how to improve it. °
® You like something about our program — it's important for us to know, what exactly! .
® You have any technical or financial questions — our answer will be fast, polite and clear. .

Your feedback is very important to us, your comments define the ways we improve our software.
We'd be grateful for any message!

Sending feedback from the software

The Feedback button in the top right corner of TNM's window opens the quick feedback form.

Don't forget to include your name and email address — otherwise we won't be able to reply to you.

Support page on the Softinventive Lab website

Welcome: www.softinventive.com/support/

E-mail support
Technical support: support@softinventive.com

General questions: info@softinventive.com
Financial questions: sales@softinventive.com

Online support

You can rely on our assistance whenever you need it. Our technicians can be contacted via instant messengers.
softinventive

Social networks

Follow us online!

softinventive.lab

2

@Softinventive

Sending feedback from the
software

Support page on the
Softinventive Lab website
E-mail support

Online support

Social networks


http://www.softinventive.com/support/
http://www.facebook.com/softinventive.lab
http://www.twitter.com/Softinventive

Trial version limitations

Total Network Monitor is distributed as shareware.
The evaluation version of Total Network Monitor has 1 limitation:

The program works only for 60 days after its first launch on the computer.


http://en.wikipedia.org/wiki/Shareware
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Actions

Operations with the Network map
Options



Main window

The main window of Total Network Monitor is designed to provide maximum convenience when using the program.
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P i E Ping @ Google.com / Average roundtrip time is 49 ms.

Device 1P address Type In.. Actions Timestamp:
Google. com 1CMP-ping ih Show tray message [1]  08.07.2015 13:...
Groghe.com TCP-pert 15m 08,07.2015 13...

- Googhe.com TCP et 15 08.07.2015 13:...

. Facebook g TCP-part 03.07.2015 1%...
Foutube MR ping 03,07.2015 13...
Cisco.com 0P png 08.07.2015 13:...
Cisco,com TCP-port 08,07, 2015 13:...

. Cisco.com TCP-part 08.07.2015 1%:...

1MPping 08.07.2015 1%...

08.07.2015 1%... 174

08.07.2015 1%... 133129

08.07.2015 1%... 21020

08.07.2015 13:... 112

09.07.2015 1%:... 20997

08,07.2015 13:... 10877

08.07.2015 1%:... 110

08.07.2015 1%... 21010

08,07.2015 1%... 10180
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Tmestamp
B 08.07.2015 ...
B 08.07. 2015 ...
B 08.07.2015 ...
W 08.07.2015 ...
W 08.07. 2015 ...
0 08.07.2005 ...
W 02.07.2015 ...
W 08.07.2015 ...
B 08.07.2015 ...
B 08.07.2015 ...
B 08.07.2015 ...
W 08.07. 2005 ...
08,07, 2015 ...
B 08.07.2015 ...
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SMTP 455 @ smip.gmai,com [74. 125, 205.1...
POP 110 @ pop.gmad.com [74, 125, 205, 103....
AP 143 @ map.gmad.com [64,233.161.1....
Chedc TCP/TP (25) @ smip.gmad.com [74.1....
POP 955 & pop.gmal.com [74. 125, 205. 103....
IMAP 933 8 imap.gmail.com [64.233.181.1...
Chedk DS (53) @ Coderanger.net [72.244...
Ping my new device & My hew Devies [127...
Normal size of the “pagefie.sys® fle B My c...
IDiske space Laage lesd than 0% @ My eom...
Physical memory usage less than 70% §M...
Existence of the "explorer.exe” fle @My ...
Ping & pop.omad.com [74, 125.205, 108:0)

Chedk for AlternaiteShel in SafeMode @ My ...
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>
| Working time: 2m | Memory ussge: 25164 Kkb

The window can be structurally divided into the following areas:

PN

The Main menu allows access to all program features and enables management of separate elements of the monitoring project.

The Network tree displays all groups and their devices in a structured form.

The Monitor list displays monitors for the selected devices or groups, their status, type and runtime.

Monitoring log and statistics contains 3 logs and monitoring statistics (including the Activity diagram), displaying detailed information on
results of both the whole project and the selected monitor.



Main menu

The main menu allows access to all program features and enables management of separate ® File
elements of the monitoring project. ® View
® Network
® Monitor
File ® Tools
® Help
[ )

View

New project: creates a new monitoring project, with the previously opened project being
saved and closed.

Open project: displays a dialog box to select and open an existing monitoring project.
Save project as...: displays the dialog box for saving the monitoring project into a file
selected by the user.

Exit: stops the current monitoring process, closes the project and exits the program.

Tree view: switches to the Network tree and Monitor list view.

Map view: switches to the Network map view.

Synchronize views: allows synchronization of the network tree structure with the network map (in other words, a group or a device is
marked on the map when selected in the tree).

All monitors log: switches to the general monitoring log.

Current monitor's log: switches to the monitoring log for the selected monitor.
Current monitor's activity: switches to the activity diagram for the selected monitor.
Executed actions: switches to the general log of executed actions.

Export log to file: exports the monitoring log to a text file.

Export log to HTML: exports the monitoring log to HTML.

Export log to XML: exports the monitoring log to XML.

Language: allows to select the program interface language from the list.

Network

Add group: displays a window for adding a new group and choosing its title.

Remove group: removes the selected group from the Network tree.

Group properties: displays the window with group properties.

Add device: displays a window for adding a new device, defining its name, type, network address and adding description.
Remove device: removes the selected device from the Network tree.

Device properties: displays the window with device properties.

Monitor

Tools

Help

Add monitor: displays a window for adding a new monitor, defining its name, type, sensor frequency and some other parameters.
Remove monitor(s): removes one or more monitors.

Monitor properties: displays the monitor properties.

Cut: cuts one or a number of selected monitors from the device.

Copy: copies one or a number of selected monitors.

Paste: pastes the monitors that were cut or copied into the selected device.

Check now / Run: runs the selected monitors.

Pause: pauses operation of the selected monitors.

Stop: stops operation of the selected monitors.

Enable actions: enables all actions of the selected monitors, allowing their execution in case the monitor changes its state.
Disable actions: disables all actions of the selected monitors, which prevents their execution in case the monitor changes its state.
Add action: adds one action with the same parameters for all the selected monitors.

Check all monitors: runs all monitors.

Scan Wizard: runs the Scan wizard.


http://silserver:8091/display/TNMDOC/Operations+with+actions#Operationswithactions-Addinganewaction

User manual: opens the documentation (in CHM format).

Online documentation center: opens the online version of the documentation.

Check for updates: connects to the developer's server and checks the current version of the program (requires direct access to the
Internet). If a new version is available, TNM offers to start downloading (the default download manager will be used).

Visit product homepage: opens the program's webpage in the default browser.

Upgrade license: opens the store webpage, from where you can order additional copies of the program.

Enter license key...: opens the form where your license name and key should be entered.

About: opens a window containing the information about the program version, registered user name and license type (or information
about the unregistered version), copyright and useful links to the Softinventive Lab's website.


http://www.softinventive.com/total-network-monitor/
http://www.softinventive.com/store/total-network-monitor/

Network tree overview

The Network tree allows to conveniently and structurally display your network devices. Main root node My Network Place includes groups and
separate lists displaying all Green, Red and Black monitors.

The lights opposite to the devices show aggregate state of the monitors on this device and indicate the following:

if this device does not have monitors or they are all stopped, the light is not displayed;
if at least one monitor is black, then the light is black;

if at least one monitor is red, then the light is red;

if all monitors are green, then the light is green.

= @ My Network Place
= ] Internet Sensars

@ Google.com (216.58.209.196)
@ Faceboolk (173.252.120.6)
# Youtube (173,194,112, 105)
@ Cisco,com (2,21, 160, 170)
® o smip.gmail.com (54,233, 162.109)
® = imap.gmail.com (54.233.161.108)
® = pop.gmail.com (173.194.71. 108)
# Coderanger.net (72,249.76.149)

= ] Windows & File Sensors

@ =] My computer (127.0.0.1)
B My New Device (127.255.255.254)
Green monitors (200

. Red monitors (7)
B Elack monitors (0)

To manage the tree, use its toolbar, the Network menu or context menus for each element.
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Main functions for interaction with the tree:

Add group: adds a new group to the tree (to make the button active, choose root node My Network Place or an empty group);

Remove group: removes the group selected in the tree;

Group properties: displays the properties for this group;

Add device: adds a new device to the group (to make the button active, choose any group in the tree);

Remove device: removes the selected device from the tree (along with the monitors of the selected device);

Device properties: displays the properties for this device;

Scan Wizard: runs the network Scan wizard;

Find a network element in the tree: finds the computer in the tree by name (or by its part) or by IP address;

Refresh network tree: refreshes and reloads the Network tree;

Expand network tree: expands all group nodes in the tree;

Collapse network tree: collapses all group nodes except for the root node;

Sort network tree asc/desc: allows to sort groups and devices in the Network tree alphabetically in either ascending or descending order;
Device display settings: allows to set how much information is displayed in the tree: Name, IP, Name (IP), IP (Name); where "Name" is
the device name, "IP" is the device network address.



Enter the name (or its part) of the device or group to
find:

10.0.0.12

Double click any element of the tree (a device or a group) to display its properties.
See the detailed information about the Network tree in the appropriate section.



Monitor list

Monitors allow to control various aspects of device operation. You can check any device's network activity, its network status and the status of
system utilities (servers). To display the monitor list, select the necessary element in the Network tree (a device, a group or root node My
Network Place).

[P i @® Ping @ Google.com / Average roundtrip time is 49 ms.

Mame Device IF address Type In... Actions Timestamp Duration Stability =
Fing Google.com 74,125,136, 105 ICMP-ping ih Show tray message [1] 08.07.2015 13:... 117 100%s
Check HTTP port  Google.com 74,125,136, 105 TCP-port 15m 08.07.2015 13:... &3 100%:
Check HTTPS (4... Google.com 74,125,136, 105 TCP-port 15m 08.07.2015 13:... 80 100%:
Check HTTPS (4... Facebook 173.252,.120.6 TCP-part 1h 08.07.2015 13:... 172 100%
Ping Youtube 173.194.113.198 ICMP-ping 15m 08.07.2015 13:.... 41 100%:
Ping Cisco.com 95.100.64.170 ICMP-ping id 08.07.2015 13:... 164 100%:
Check HTTP (280) Cisco.com 95.100.64. 170 TCP-part 1d 08.07.2015 13:... 180 100%
Check HTTPS (4... Cisco.com 95.100.64.170 TCP-port id 08.07.2015 13:... 50 100%:
Ping smip.gmail.com 74,125,205, 109 ICMP-ping 1h Show message [1] 08.07.2015 13:... 78 100%:
SMTP 537 smtp.gmail.com 74,125,205, 109 SMTP ih 08.07.2015 13:... 174 100%:
. SMTP 455 smtp.gmail.com 74,125,205, 109 SMTP ih 08.07.2015 13:... 133128 0%
B cCheckTcPfIP (25) smip.gmal.com 74125205109 TCP-port 1h 08.07.2015 1%... 21020 0%
Ping imap. gmail. com 64.233.161. 109 ICMP-ping id Several (3) 03.07.2015 13:... 112 100%%
. IMAP 143 imap.gmail.com 54.233.161.109 IMAP 1d 08.07.2015 13:... 20997 0%
. IMAP 993 imap. gmail. com 64.233.161.109 IMAP id 08.07.2015 13:... 10177 0%
Ping pop.amail.com 74.125.205. 108 ICMP-ping id Show tray message [1] 08.07.2015 13:... 110 100%%
. POP 110 pop.gmail.com 74,125,205, 103 POP 1d 08.07.2015 13:... 21010 0%
. POP 995 pop.amail.com 74,125,205, 103 POP id 08.07.2015 13:... 10180 0% b

The Monitor list is divided into the following columns:

Monitor status: displayed in the form of a graphic icon;

Name of the monitor;

Device: the network address of the device which the corresponding monitor belongs to;

Host: the unique device name;

IP address;

Type of the monitor;

Interval: time frame (in seconds) between 2 sensor checks on the corresponding monitor;

Actions: shows the action type (for a single action) or the number of actions for the corresponding monitor;
Timestamp: time of the latest change in the status of the corresponding monitor;

Duration of the latest sensor check for the corresponding monitor (in milliseconds);

Stability: shows the percentage of successfully completed sensor checks (when the monitor status was green) for the corresponding mon
itor;

Statistics: shows the quantity of green/red/black monitor states;

Result of the latest sensor check from the selected monitor.

A right click on any column title brings up the context menu where columns can be enabled or disabled.

To control monitors, use the Monitor menu, the Monitor list control panel and context menus for separate monitors.

Main functions for interaction with the monitor list:

Add monitor: adds a new monitor (active if any device in the tree is selected);
Remove monitor(s): removes one or a number of selected monitors;

Monitor properties: displays the properties of the selected monitor;

Cut: cuts one or a number of selected monitors from the device;

Copy: copies one or a number of selected monitors;

Paste: pastes the monitors that were cut or copied into the selected device;
Check now / Run: runs the selected monitors;

Pause: pauses the selected monitors;

Stop: stops the selected monitors;

Enable actions: enables all actions for the selected monitors;

Disable actions: disables all actions for the selected monitors, which prevents their execution in case one of the monitors changes its
state;

Add action: adds a new action for the selected monitor(s).



. Add monitor Ins
-~ Remove monitor(s) Del

. Maonitor properties Mum 3

| Check now / Run Ctrl+R
|l Pause Ctrl+P
= Stop Ctrl+5

Enable actions
Dizable actions
Add action

Hot keys:

Ins: adds a new monitor to the selected device.

Del: deletes the monitor.

Enter: displays the properties of the selected monitor.
Ctrl+X: cuts the selected monitors.

Ctrl+C: copies the selected monitors.

Ctrl+V: pastes the cut or copied monitors.

Ctrl+R: runs the selected monitors.

Ctrl+P: pauses the monitors.

Ctrl+S: stops the monitors.

Ctrl+A: selects all monitors in the Monitor list.

F1: help.



Monitoring log and statistics

For the purpose of network monitoring, it's necessary to keep records of all performed sensor ® Sensor check logging
checks and actions. ® Statistics and Activity
diagram
® Action log

Sensor check logging

Total Network Monitor tracks all working monitors and records any necessary information about the executed checks into the monitoring log.
Any color (state) change is recorded in All monitors 10g in the following fashion:

Timestamp Monitor event Result

08.07.2015... ChedkDNS (53) @ Coderanger.net [72.249... Success,

08.07.2015 ... Ping my new device @ My MNew Device [127...  Average roundtrip time is 0 ms.
s 08.07.2015 ... Mormal size of the "pagefile.sys” file @ My c... File size is 39407838 KBE.

08.07.2015 ... Disk space usage less than 70% @ My com...  Total space is 931 GB. Space free — 498 GB (53%).
' @ 03.07.2015... Physical memory usage less than 70% @M...  Used physical memory percentage is 91%.

08.07.2015 ... Existence of the "explorer.exe” file @ My c...  File exists,

08.07.2015 ... Ping @ pop.gmail.com [74. 125,205, 108:0] Average roundtrip time is 47 ms.

03.07.2015 ... Check for Alternateshell in SafeMode @ My ...  Field exists, Its value is “omd.exe”.

All monitors log is divided into the following columns:

® Time stamp: date and time of the color (state) change;

® Monitor event: monitor information, including its name, the name of the device, the IP address of the device and the port number us
ed as a sensor parameter (if the port number is 0, then it is not used as a parameter);

® Result: text description of the result of the sensor check.

Current monitor's log contains information about the sensor checks performed by the monitor:

Timestamp Result

) 13.07,2015 12:16:35 Average roundtrip time is 50 ms,
||| @ 13.07.2015 12:16:45 Can not connect to port
e @ 13.07.2015 12:16:56 Can not connect to port

Statistics and Activity diagram

To process the log data, statistical tools are available in Current monitor's activity. Statistics display time of the first run and time of the latest
check by the selected monitor, and the number of times the monitor has been in different states.

Activity diagram is a separate tool that graphically shows results from the selected monitor. The diagram consists of areas of single monitor
color (state). Selecting one of the color areas displays the time period when the monitor was in that state.

Time statistics Check statistics Activity diagram o
First check: 13.07.2015 12:16:36 Times green: 4 {100%)
ﬁ Last chedk: 13.07.2015 13:01:36 Times red: 2 (100%)
Total monitoring time: 45m Times black: 0 (0%)
Total times: 6 Select a block to view time range.
Action log

Total Network Monitor records each executed action into the Executed actions log:



Timestamp Action event Result

\©| 13.07.2015... Write to log file [1] @ Physical ...  Monitor Physical memory usage less than 70% @ My computer [127.0.0.1:0] changed color to RED. Result: "Used physical memory percentage is 93%.
L% 13.07.2015... Show tray message [1] @ Ping Monitor Ping @ pop.gmail.com [74. 125,143, 108:0] changed color to GREEN, Result: "Average roundtrip time is 50 ms, " [13.07.2015 13:37:56]

The Action log is divided into the following columns:

® Time stamp: date and time of the color (state) change;
® Action event: action information, including its name and its monitor's;
® Result: text description of the executed action.



Scan wizard

The Network scan wizard allows you to find your network devices and add them to the monitoring project.

Py Define scan parameters

Scan method
(@ 1CcMPping () ARP ping
Ise both scan methods

List of ranges:
10.0.0.0

ICMP ping properties
Retry Count:

Tirmeout:

Resolve host names

[ ] 5can new devices only

First, indicate the address range to be scanned. To add a new range, press Add new range (+) and enter the first and the last addresses in the
range into the fields Start IP address and End IP address respectively, then press OK. After scanning, the address range will be automatically
added to the List of ranges.

In the current version, a limitation on the number of IP addresses (5000) scanned simultaneously is in place.

To remove an address range from the list, select the line with the ranges in the list and press Remove range (-). To completely clear the list of ra
nges, press Clear.

Also, you can define additional scanning parameters:

® Select ICMP ping or ARP ping to set the network device scanning method.

Tick the Use both scan methods box to use both of the scanning methods.

Specify the Retry Count value to set a limit on attempts for rescanning a network device.

Specify the Timeout value to set maximum timeout (in milliseconds) for network device responses.

Tick the Resolve host names box to automatically convert IP addresses of a network device into host names.

Tick the Scan new devices only box to only search for new network devices, i.e. the ones absent in the current monitoring project.

Press Next to start scanning. This will bring up a window with the scanning process and new network devices displayed in real time:



4 Watch scan process

Scanning IP..10.0.0.10

IF address Host name MAC address

10.0.0.1 ICMP-ping 10001 AN ALIAAAA A Finish

10002 |CMP-ping Rezalving name. ..
10003 [CMP-ping  blog Finizh

10004 [CMP-ping  jabberlocal Finizh

10.0.0.11 |ChP-ping Rezolving name. ..
100014 ICMP-ping  Earth Firizh

100015 ICHP-ping  Jupiter Firizh

10.0.0.25

10.0.0.26

10.0.0.27

10.0.0.23

10.00.29

10.0.0.30

10004

1000032

Help | 5 Cancel

Initially, Total Network Monitor pings each network address from the set range and then builds a list of devices that responded to the ping. After,
Total Network Monitor receives physical addresses for each of the devices and their host names, where necessary.

Detected devices are added to the list divided into the following columns:

IP address: the network address of the device;

Ping type: scanning method that detected this device;

Host name: device host name (displayed only if the Resolve domain names option is selected);
MAC address: the physical address of the network device;

Info: stage of scanning.

The progress bar displays the percentage of completion of scanning.

To force stop the scanning process, press Stop. Press Next (wait until the button appears), to display scan results:



Py Save scan results

Add to group: My Metwork Places

Group name: [piorkaroup

Devices:

P ters of the selected devi
IF address Hoot name Existence arameters of the sele evice

10.0.0.1 10.0.0.1 Device types |g DSL Modem |v|
10.0.02

10,003 blag Device name: |www.asusnetwnrk.net |

10004 jabber local
10.0.05 Host name: www, asusnetwork. net

10.0.08 Earth
10.0.0.10 Jupiter

MAC address: 010

Description:

|Update the properties of the previously found devices

First, specify the Group name. All detected devices will be added to the specified group. In the Devices list you can uncheck the devices which are
not to be added to the monitoring project.

The device list is divided into the following columns:

® 1P address: the network address of the detected device;
® Host name: device host name;
® Existence: checks if the physical address of the device is already in the monitoring project.

After selecting a device in the device list, you can define the following parameters:

® Device type: select an appropriate device type from the drop-down list.
® Device Name: enter a device name, for further use in the monitoring project.
® Description: enter a description for the device.

Tick the Update the properties of the previously found devices box to update the parameters for the existing devices.
Press Finish, and all selected devices will be added to the project. They will appear in the Network tree in the group which you had specified.



Operations with the Network tree

Network hierarchy allows to divide your network into groups and add a variety of devices into each group. You can edit the network hierarchy
either by using the Network tree or the Network map.

Select the root node My network place in the network tree to add a new group. After selecting the node, right-click it to open the context menu
or use a button on the toolbar:

# Remove group

= @8 My Netwaork
= [ InternetS

Group properties

® @ Cisco.com (2.21.160.170)
® = smip.gmail.com (54,233, 162, 109)
® = imap.gmail.com (54,233,161, 108)

A window to help you create a new group will open:

Creating a new group
Enter the name of the new group and, optionally, its
description.

Hame: |New Group

Description: |

Specify a title for the new group in the Name field, enter additional description into the optional Description field. Press OK to add the group to
the network tree.

To work with a particular group, use the context menu (or the corresponding options in the Network menu):

® Add device: adds a new device to the selected group;
® Remove group: removes the selected group;
® Group properties: shows the properties of the selected group.

After the groups have been created, you can start adding devices either by using the Scan wizard or manually.
Select a group you want to add a new device to. Right-click (or use the toolbar) and select Add device:

=l @ My Netwark Place
= ] Internet=

® @ Goo

® @ Face 7% Remove group

® @ vout

) = Group properties
L G Cisci .

® = smip.gmail.com (54,233, 162.109)
® = imap.gmail.com (54.233.161.108])

A window to help you add the new device will pop up:



Viewing an existing device
You can change the name of the device, its description,

type and address.

Name: |My computer

Type: | =L Windows desktop

Description: |

Host name: |I"«"I3-I computer

Device has static IP

IP address:

You can:

specify a name for the new device;

set Windows authorization by default;

choose a device type from the Type drop-down list;

enter additional description into the Description field;

tick or untick the Device has static IP box;

either set a Host name or an IP address, i.e. set an address for the new device.

If the Device has static IP box is unticked it's only necessary to enter a host name; an IP address shall be detected dynamically. You can use the
buttons to define a host name by the IP address or to define an IP address by the host name.

After filling in all the fields, press OK. In case the specified address of the new device is incorrect, appropriate alerts will be displayed. If
everything is correct, the device will be added to the tree.

To work with a particular device, use the context menu (or the corresponding options in the Network menu):

® Add monitor: adds a new monitor to the selected device;
® Remove device: removes the device;
® Device properties: shows the properties of the selected device.

Every device also has an icon and a state.



= 6 My Metwork Place

= [ Internet Sensors
&) Google.com (216.58.209.196)
&) Facebook (173.252.120.6)
& voutube (173.194.112.105)
@ Cisco.com (2.21.160.170)
smip.gmail.com (54, 233, 162.109)
imap.gmail.com (54, 233,161, 108)
pop.gmail.com (173,194, 71, 108)
ﬁ Coderanger.net (72,249,765, 149)
= [ ] Windows & File Sensors

® =] My computer (127.0.0.1)

[ ] ﬂ My Mew Device (127,255.255.254)
@ Green monitors {20)
. Red monitors (7)
. Bladk monitors (0)

XEEEXEEER])
YO b b

A device icon is a graphical image of the device. It's determined by the device type (set in the device properties) and displayed on the left side of
its name.

If all the device monitors successfully complete their sensor checks, a green circle is displayed beside an icon. If at least one monitor fails a check
or if it completes with an error, the circle turns red or black. If any device sensors have not been launched, the circle is not displayed.

There are three separate lists in the tree: Green, Red and Black monitors. By selecting one of them, you can see a list of all monitors in the same
state.



Operations with monitors

. . ® Adding new monitors
Adding new monitors ® Viewing and removing

monitors
Monitors allow to control various aspects of device operation. You can check network activity of
any device, status of its network services and system utilities (servers).

To create a new monitor, choose a device, which you want create a monitor for, in the Network tree.
Then right-click it and select the Add monitor menu option:

=l @ My Network Place
= [ Internet Sensors
2 6 Guogle.n FE T o T o o = k)

b |

® @ voutbe To Add device
® @ Cisco.co
® = smip.gm
® 3 imap.g

The following window will be displayed:

7 Remove device

<o Device properties

O Sensor | Actions

Common properties

Mame:

Description:

Type:

Interval;

Timeout:

Chedk the monitor on creation

You can:

specify a name for the new monitor in the Name field;

enter optional description for the new monitor in the Description field;

select the Sensor type from the drop-down menu;

select the sensor check frequency using the Interval slider;

for Internet sensors you can specify a timeout using the Timeout slider to set a limit for how long should the check be allowed to
run.

Tick the Run the monitor on creation box to run the sensor check right after its creation.

Sensors are divided into 3 categories:



® Internet sensors: ICMP, TCP/IP, HTTP, FTP, SMTP, POP3, IMAP, Telnet;
® Windows sensors: Event log, Service state, Registry state, System performance;
® File sensors: File existence, File size, File count, File compare, Disk space, File CRC32, File content.

When the sensor type has been selected, the Sensor tab (sensor settings) and the Actions tab (adding new actions) become available. If the
selected sensor types are Windows or File, the Authorization tab (authorization menu options) become available.

The process of adding new actions is described in Operations with actions; sensors are described in the corresponding section.

In the Authorization tab you can specify the username and password. In this case, Total Network Monitor will try to get authorized under the
specified username in the Windows security system on the remote computer before running the sensor. Authorization allows access to
Windows resources (Event Log, Service Manager, Remote Registry, shared folders), if you don't have enough rights to access them as current
user or guest.

B2 Common & Sensor __ Actions & Authorization

Authorization

Izer: |Admir1

Password; | FEE

Press to check.

Press OK, and a new monitor will be added to the monitoring project.
Viewing and removing monitors

To change the properties of a particular monitor, open the properties window (double-click or press Enter). It's important to point out that in
such a case the monitor will automatically pause.

To remove one or several monitors select the corresponding option in the Monitor menu or press Delete.

To receive comprehensive information about each monitor, use contextual help. Just hover over a monitor, and wait for an information
pop-up to appear:

Monitor: TCP-280 @ CEO (10.0.0.3)
Chedking every 60 second(s)

Timeout after 20 second(s)

State changed at 10-11-2008 15:50:53
Actions:

"Server down!” message runs never
Alert sound runs on down

E-mail to admin runs on down

Write to event log runs on down

log runs on down

It displays the following information: monitor name, device name, its IP address, monitor check frequency, timeout setting, last change of
color, and a list of actions and their conditions.



Sensors
ICMP ping

The ICMP ping sensor allows to check if there is a host in the network using the ICMP ping
scanning method.

E2 Common

ICMP ping sensor

Retry count:

TTL:

Packet size:

You can:
® specify the number of scan retries in the Retry count field;

® set the packet lifetime in the TTL (Time To Live) field;
® set the scanning packet size (in bytes) in the Packet size field.

TCP/IP

The TCP/IP sensor allows to check availability of any TCP port.

ICMP ping

TCP/IP

HTTP

FTP

SMTP, POP3, IMAP and
Telnet

Event log

Service state
Registry state
System performance
File existence

File size

File count

File compare

Disk space

File CRC32

File content



FTP (21)
Telnet (23)
SMTP (25)
Time (37)
DNS (53)

Gopher (70)

HTTP (30)

POP3 (110)

NNTP {119)

MetBIOS Mame Service (137)
IMAP (143)

LDAP {389)

HTTPS (443)

WINS (1517)

Select the TCP port to be checked in the drop-down Server port list or enter it manually. If the remote port is open, the monitor will change
its color to green; otherwise, it'll turn red. Sensor check errors will color the monitor black.

HTTP

The HTTP sensor allows to check the content of a remote HTML page.



B2 Common

HTTP sensor

Reguest URL: |ﬁndex.htrn|

Chedk content

Total Metwork Monitor Sensor will succeed if page

| contains

al
of the strings

Enter the address of the HTML page to be checked into the Request URL field. The following string format is used:
[http://][exanple.com[:port]/[dir[/...]][index.htm]

Thus, the only mandatory element is the forward slash specifying the site root. The prefix http:// is optional. The site (domain) name is also
optional. If no name is specified, then the name from the device properties is used. If a name is specified, it is used only in the Host field of
the GET-request, but it is not used for the IP resolution. If no port is specified, the default port is used (80). The path and/or the HTML page
title may be specified after the slash. Examples:

http://ww. exanpl e. coni di r 1/ di r 2/ page. ht m

exanpl e. com 8080/

/ f ol der/i ndex. php

Enter the lines you want to check for into the multi-line text field. You can also set the check rules:

® Contains or Doesn't contain: check if the entered lines must be present or absent in the HTML page, respectively;
® Any or All: check if any line must be present or all of them.

If the selected conditions are true, the monitor will change its state to green; otherwise, it'll turn red. Sensor check errors will color the
monitor black.

FTP

The FTP sensor allows to check the FTP-server performance.


http://www.example.com/dir1/dir2/page.html

_,:F__ Actions

|annnmnus

21

Enter the username and password to be used during the authorization on the FTP-server into the User and Password fields respectively.
Specify the Server port in the corresponding field.

If the selected conditions are true, the monitor will change its state to green; otherwise, it'll turn red. Sensor check errors will color the
monitor black.

SMTP, POP3, IMAP and Telnet

The SMTP, POP3, IMAP and Telnet sensors allow to check uptimes of the corresponding servers.



ii; Actions

If the server works fine, the monitor will change its state to green; otherwise, it'll turn red. Sensor check errors will color the monitor black.
Event log

The Event log sensor allows to check if there's a record (its type, category, number and content) in Windows Event Log both on local and
remote computers.



B2 Common . Actions L Authorization

Event log sensor

Source; |5er‘ui::e Control Manager v| @ |Ap|:|-limﬁnr1

Monitor goes: || | if the number of events is |:>= 'V| |5

Event filter

[] From: 13.07.2015  v| [18:09:03 2|

For the last: hours
[ ]1D: 0

|:| Type:

|:| Message:

You can:

Select the event log to search in from the drop-down list or enter its title manually;

In the Source field, Specify the name of the application which added the queried record;

Select one of the 4 sensor conditions from the drop-down list: >=, <=, =, <> (not equal). Then, enter its value;

Set the time period in the From and For the last fields;

Set the queried record identifier in the ID field;

Select the message type (Error, Information, Warning, Audit success, Audit failure, Success) from the Event type drop-down list.

If you need to find a specific string in the record, then enter it (or its part) into the Message field.

Important note! Records will be filtered only by the set criteria.

In the Monitor goes color selector, select the color state (green or red) for the monitor to change to if the selected rule is true.
Set Windows authorization parameters in the Authorization tab.

Service state

The Service state sensor allows to check the status of a particular Windows service both on local and remote computers.



E. Authorization

Service state sensor

SEervice; |AeLnuk:u|:|5vc

Monitor goes: . . if service is

Select the name of the service to be checked from the Service name drop-down list or enter it manually. Important note! The service list is
based on the available services on the selected computer.

Select the required state (Running, Paused, Stopped, Other) from the State drop-down list.

In the Monitor goes color selector, select the color state (green or red) for the monitor to change to if the selected rule is true.

Set Windows authorization parameters in the Authorization tab.

Registry state

The Registry state sensor allows to check whether a particular key and its value is present in the registry, using a set of rules, both on local
and remote computers.



B2 Common . Actions L Authorization

Registry sensor

Key: HKEY_CLASSES_ROOT

Subkey: |

Field: |

Manitor goes: [ ] if field

Enter data to find here:

Hint: Use hex "0x" notation for binary data
Hint: Use "\n" for line break

Select the registry section you would like to work with in the Key drop-down list. Then set the path to the parameter (section) and the name
of the parameter in the mandatory fields Subkey and Field, respectively. Example of a path to a section: Software\Microsoft\Windows\Current
Version\Run.

In the Enter data to find here field specify a value to be used by a rule. To enter binary data use hexademical notation 0x (e.g. 0xABC123).
Select one of the sensor rules from the Rule drop-down list:

Exists: the specified parameter is present in the registry;

Does not exist: the specified parameter is not present in the registry;

Equal: the registry value is exactly equal to the specified value;

Not equal: the registry value is not exactly equal to the specified value;

Contains any of words: the parameter value contains at least one of the words entered into the text field;
Contains all words: the parameter value contains each and all words.

In the Monitor goes color selector, select the color state (green or red) for the monitor to change to if the selected rule is true.
Set Windows authorization parameters in the Authorization tab.

System performance

The System performance sensor allows to track system performance by several parameters.



E. Authorization

System performance

Parameter: |L.Ised physical memory percentage

Monitor goes: . . if the parameter value is

Select one of the 5 system performance parameters from the Parameter drop-down list: CPU load percentage, Used physical memory
percentage, Used virtual memory percentage, Number of processes, Number of users.

Select one of the 4 sensor conditions from the drop-down list: >=, <=, =, <> (not equal). Then, specify a value.

In the Monitor goes color selector, select the color state (green or red) for the monitor to change to if the selected rule is true.

Set Windows authorization parameters in the Authorization tab.

File existence

The File existence sensor allows to check if a particular file exists on local or remote computers.



/. Actions L Authorization

File existence sensor

File name: |C$‘|Sample.txt

Monitor goes: [ if selected file Does not exist

Enter the path to the file into the File name field in the following format: C$\[your path here]

To select a file on a remote computer, first enter the computer name in NetBIOS name format. Then, click the button on the right to refresh
the list of shared resources. Now you can see which folders you have access to in the drop-down list.

Select Exists from the other drop-down list, if you need to check if the file exists, or select Does not exist in the opposite case.
In the Monitor goes color selector, select the color state (green or red) for the monitor to change to if the selected rule is true.
Set Windows authorization parameters in the Authorization tab.

File size

The File size sensor allows to check the size of a particular file both on local and remote computers.



B2 Common . Actions L Authorization

File size sensor

File name: |C$‘|Sample.txt

Monitor goes: 0 ||| if selected file size:

is mare than
iz less than

Enter the path to the file into the File name field in the following format: C$\[your path here]

To select a file on a remote computer, first enter the computer name in NetBIOS name format. Then, click the button on the right to refresh
the list of shared resources. Now you can see which folders you have access to in the drop-down list.

Two independent rules for the file size sensor are available:

® Is more than: the size of the file is larger than the specified value;
® s less than: the size of the file is smaller than the specified value.

In the Monitor goes color selector, select the color state (green or red) for the monitor to change to if the selected rule is true.
Set Windows authorization parameters in the Authorization tab.

File count

The File count sensor allows to check the number of files and folders in a particular directory both on local and remote computers.



B2 Common L Authorization

File count sensor

Directory: |C$‘|Sam|:lle

Monitor goes: . . if number of files is

Lock for files in subfolders
Count subfolders

Enter the path to the folder into the Directory field in the following format: C$\[your path here]

To select a folder on a remote computer, first enter the computer name in NetBIOS name format. Then, click the button on the right to refres
h the list of shared resources. Now you can see which folders you have access to in the drop-down list.

Select one of the following rules from the drop-down list:

>=: the file count is larger than the specified value;
<=: the file count is smaller than the specified value;
=: the file count is equal to the specified value;

<>: the file count is not equal to the specified value.

Tick the Look for files in subfolders box to count files in subfolders. If the Count subfolders box is ticked, the subfolders themselves will be
added to the count.

In the Monitor goes color selector, select the color state (green or red) for the monitor to change to if the selected rule is true.

Set Windows authorization parameters in the Authorization tab.

File compare

The File compare sensor allows to compare two files by size and content both on local and remote computers.



4@. Authorization

File compare sensor

First file: |C$‘|Sample.txt

Second file: |C$‘|Sample2.txt

Monitor goes: [ ] B | ifselected files are Mot equal

[ | compare content of files

Enter the paths to the files into the First file and Second file fields in the following format:C$\[your path here]

To select a file on a remote computer, first enter the computer name in NetBIOS name format. Then, click the button on the right to refresh
the list of shared resources. Now you can see which folders you have access to in the drop-down list.

Select Equal from the drop-down list if you need to check whether these two files are equal, or Not equal in the opposite case. Tick the Comp
are content of files box, if you want to compare content of the two files.

In the Monitor goes color selector, select the color state (green or red) for the monitor to change to if the selected rule is true.

Set Windows authorization parameters in the Authorization tab.

Disk space

The Disk space sensor allows to check free and used space on a particular medium both on local and remote computers.



B2 Common . Actions L Authorization

Disk space sensor

Volume: |C$‘|,

Monitor goes: .

Set the path to the disk in the Volume field in the following format: C$

To select a disk on a remote computer, first enter the computer name in NetBIOS name format. Then, click the button on the right to refresh
the list of shared resources. Now you can see which disks you have access to in the drop-down list.

Select Amount of free space is less than from the drop-down list, if you need to check free disk space. Select Amount of used space is more
than to check used disk space.

In the Monitor goes color selector, select the color state (green or red) for the monitor to change to if the selected rule is true.

Set Windows authorization parameters in the Authorization tab.

File CRC32

The File CRC32 sensor allows to check for changes in the file's CRC32 both on local and remote computers.



B2 Common L Authorization

File CRC32 sensor

File name: |C$‘|Sample.txt

Monitor goes: . . if CRC32 of file | Changes

Example: 74260A8B

Enter the path to the file into the File name field in the following format: C$\[your path here]

To select a file on a remote computer, first enter the computer name in NetBIOS name format. Then, click the button on the right to refresh
the list of shared resources. Now you can see which folders you have access to in the drop-down list.

There are 3 independent rules available for the file CRC32 sensor:

® Changes: the file's CRC32 has changed;
® Equal to: the file's CRC32 is equal to...;
® Not equal to: the file's CRC32 does not equal...

If you select Equal to or Not equal to, then you'll have to enter the file's original CRC32 checksum in hexadecimal format.

In the Monitor goes color selector, select the color state (green or red) for the monitor to change to if the selected rule is true.
Set Windows authorization parameters in the Authorization tab.

File content

The File content sensor allows to check file content both on local and remote computers.



B2 Common L Authorization

File content sensor

File name: |C$‘|Sam|:lle.txt

Monitor goes; . . if pattern matched

Line pattern:

| [:alrum:]

Use the regular expression

Enter the path to the file into the File name field in the following format: C$\[your path here]

To select a file on a remote computer, first enter the computer name in NetBIOS name format. Then, click the button on the right to refresh
the list of shared resources. Now you can see which folders you have access to in the drop-down list.

There are 4 independent rules for the file content sensor:

>=: file content contains the user-defined string template N number of times or more;

<=: file content contains the user-defined string template N number of times or less;

=: file content contains the user-defined string template exactly N number of times;

<>: file content contains the user-defined string template either more or less than N number of times.

Input your own string into the Line pattern field or use regular expressions (tick the Use the regular expression box and select from the menu
by pressing a button on the right).

In the Monitor goes color selector, select the color state (green or red) for the monitor to change to if the selected rule is true.

Set Windows authorization parameters in the Authorization tab.



Operations with actions
Actions can notify you and take certain measures when the sensors you've created change their states.

B Common @ Sensor L Authorization

List of actions:

mExecute application [1]
|z Send email [1]
|_i/Show message [1]

|_|h Write to event log [1]

In the Actions tab you can:

view the list of previously added actions;

add a new action by pressing Add new action (+);

select an existing action and edit its properties using the Edit button;
remove the selected action by pressing Remove action (-);

test run an action using the Test button.

The list of previously added actions is divided into two columns: Name and Conditions.
The first column displays action names; the second column displays the conditions that corresponding actions are executed under.
Also you can temporarily disable an action by unticking it.

Adding a new action

There are two ways of creating new actions:

1. Creating different actions for one monitor.
Select a monitor from the monitor list, go to its properties (using the context menu or by pressing Enter) and select the Actions tab.
This tab is also available when adding a new monitor.

2. Creating the same action for several monitors.
Select the monitors you want to create an action with the same parameters for. Then select Add action in the Monitor menu or in the
context menu.

Press + to add a new action:



ﬁ Common

|5end email [1]

Type: | 'm Send email

Execute when the monitor becomes:

Green 0 Red B Black

[ ] repeatedly

O . time(s) in a row
on startup

Monitor S%eMOMNITOR_MAME . @ %eDEVICE_MAMES:
[3%IP_ADDRESS%o: %ePORT %] changed color to
SeMOMITOR,_COLOR %%, Result: "%eRESLILT %"
[%%TIME_STAMP%:]

You can:

select the type of action from the Type drop-down list;

specify its name in the Name field (this field is filled in automatically when you select the action type);
select which of the 3 color states (and how many in a row) should trigger the action;

enter the Alert message (only for certain types of actions).

Press Insert macro (the gear button) to add macros to the text message:

%TIME_STAMP% (time when the action was triggered);

%MONITOR_NAME% (the name of the monitor which the action is attached to);
%DESCRIPTION% (the text description for the monitor which the action is attached to);
%MONITOR_COLOR% (the state assumed by the monitor);

%DEVICE_NAME% (the name of the device)

%HOST_NAME% (the host name of the device);

%IP_ADDRESS% (the network address of the device);

%PORT% (the number of the port checked by the monitor);

%RESULT% (the text result of the check).

Select Default message, to select the default text message.
To edit the properties of a particular action, select the Action tab.
After pressing OK the action will be automatically added to the action list of the current monitor.



Actions
Show message

The Show message action allows to show a simple message.

Total Metwork Maonitor

Warning

Error
Information
Confirmation

Enter the message title into the Caption field. Select the message type (Warning, Error,
Information or Confirmation) from the Type drop-down list.
Enter the message text itself in the Common tab, in the Alert message text field.

Example result:

Menitor CPU load less than 60% @ My computer [127.0.0.1:0] changed
& color to GREEM, Result: " [14.07.20153 13:20:58]

Write to log file

The Write to log file action allows to write a record into the selected log file.

Show message
Write to log file
Show tray message
Play sound

Execute application
Send email

Send jabber message
Write to event log
Restart computer
Restart service
Execute script



Write to file:

Specify the path of the file where the record should be made (you can set the path manually or by using the dialog box after pressing the file
selection icon) into the Write to file field. Enter the text of the logged entry into the Alert message field in the Common tab.

Show tray message

The Show tray message action allows to show a message in the system tray.



Show message for:

Specify the duration of the message (in seconds) in the Show message for field. Enter the text into the Alert message text field in the Commo
n tab.

Example result:

© Total Network Monitor ? X
Menitor CPU load less than 80% @ My computer
[127.0.0.1:0] changed color to GREEM. Result: "
[14.07.2015 13:23:31]

T3 s ENG

Play sound

The Play sound action allows to play a sound file of .wav format.



if: Common

File name: C:YWindows\Media\Alarmd 1.way == |

Specify the path to the sound file in the File name field (you can set the path manually or by using the dialog box after pressing the file
selection icon).

Execute application

The Execute application action allows to launch a third party application.



File name: |res13rt.exe

Command line: |Ser'u'ice

Hint: you can use macros
Warking path: |C:‘|,Wir1dnws

Enter the name of the file to be executed into the File name field (you can enter the name manually or by using the dialog box after pressing
the file selection icon).

Specify the command line parameters, which will be transferred to the launched application, in the Command line field. You can use macros.
Specify the path to the application's working directory in the Working path field (you can set the path manually or by using the dialog box
after pressing the file selection icon).

Send email

The Send email action allows to send an email message to a user.



Sender: |juhr1 @mail, com

Recipient: |bi|| @mail. com

Subject: |TNM Alert

Hint: you can use macros

SMTP
(@) Detect automatically
() Use from Options

Enter the sender's email address into the Sender field. Enter the recipient's email address into the Recipient field. You can specify several
email addresses by using comma as a delimiter.

Only email addresses should be entered into the Recipient field; recipient names are not allowed.

Specify a message title in the Subject field. Enter the message text itself into the Alert message field in the Common tab. Select either Detect
automatically or Use from Options from the SMTP block.

To define other mail service settings (i.e. SMTP server addresses, authorization parameters), use the Mail settings.
Send jabber message

The Send Jabber message action allows to send a Jabber message to a user.


http://silserver:8091/display/TNMDOC/Options#Options-Email

Jabber 1D |bi||@iabber.::om
Example: juliet@capulet.com
Subject: |TNM Alert

Hint: you can use macros

Specify the Jabber identifier of the user you want to send a message to, as well as the name of the server he's registered with (the ID and
the server name should be separated by the @-sign) in the Jabber ID field. Specify the message title in the Subject field.
Enter the message text itself into the Alert message field in the Common tab.

To define other settings (i.e. sender's identifier, server and port number), use the Messengers settings.
Write to event log

The Write to event log action allows to write into Windows Event Log. Logging on behalf of Total Network Monitor is made only into the Appli
cation log.


http://silserver:8091/display/TNMDOC/Options#Options-Messengers

Warning
Error

Success
Audit failure
Audit success

Select the message type (Information, Warning, Error, Success, Audit failure or Audit success) from the Event type drop-down list. Enter the
text of the message into the Alert message field in the Common tab.

If the event log has reached its limit, no logging shall be made. In this case, clear the Application log.

Restart computer

The Restart computer action allows to reboot (or switch off) both local and remote Windows computers.



Operation
Timeout:

@ Restart
() sShutdown

Force computer shutdown

[ ] use these credentials

User:

Password:

Specify the time (in seconds) before the computer is rebooted or switched off in the Timeout field (this period will enable the system to
correctly close all running applications and save all data). Tick the Force computer shutdown box to shut down the computer without waiting
for applications to exit correctly.

You can select which operation (Restart or Shutdown) will be performed in the Operation block.
Enter the username and password into the fields User and Password respectively (the user must have the rights for rebooting the computer).

Enter the text of the message displayed on reboot into the Alert message field in the Common tab.
Restart service

The Restart service action allows to restart both local and remote Windows services.



[ ] use these credentials

User:

Password:

Select the name of the service to restart from the drop-down list or enter it manually in the Service field.

The service list is based on the available services on the local machine.

Enter the username and password into the fields User and Password respectively (the user must have the rights for restarting the service).

Execute script

The Execute script action allows to execute a script in VBScript or JScript languages.



Main script function:

Main

Script code:

function Main
rem Add your code here. .,
end function

Select the interpretator which will execute the script (VBScript or JScript) in the Script type group.

Specify the name of the main function, to transfer control over the script execution to, in the Main script function field. Set the maximum
script runtime (in seconds) in the Timeout field.

Enter the code in the Script code field.



Operations with the Network map

The Network map allows to generate a graphical representation of your network, to add computers to groups, as well as arrange them
topographically, and to display how the network devices are linked.
To switch to the network map, select the Map view option in the View menu.

File View MNetwork Tools

Mode: ,#’Connectors
Back T

coIntermet 00000000

=l LLoSensars ... . L L L L

Add Ll

I

CWindows File D 00D
SEMSOME - -« - o e e e e e

There are 2 main modes for performing different operations on the map:

® Devices: allows you to position and move groups, devices and nodes on the map by using the left mouse button.
® Connectors allows you to create links between separate devices by using the left mouse button.

By using either the Main menu or the context menu, you can Add a new group, as well as view the Properties of the existing group (select the
group beforehand):

""" Remove

. WINDOWS e, | |
SEMSOMS - - -« o« - . e

Properties

Double-click on any group to view the devices it contains.
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Now you can edit the links (marked in red on the map) between separate devices.
You can add a new link in three ways:

® Select the Connectors mode, then link the necessary devices using the left mouse button.
® Go to Options / General and tick the Use middle button on map box. Now you can add links by pressing and holding the middle mouse
button. Important note! The Connectors mode will become unavailable.

® (lick on the existing link and, while holding the mouse button, move the mouse into a new position; a new node will be created.

To remove a link, use the context menu; the selected link changes its color to blue:

............ T My Mew |
.......... - . . . Device

Using the left sidebar you can:

go to the group overview by pressing Back;
add devices of various types by pressing Add;
display the grid (by pressing Grid);

set alignment by grid (by pressing Align).

Map dimensions (in pixels) are set in the fields Map width and Map height of the Options window.

To add a new device or to display the properties of a device, use either the main menu or the context menu. By double-clicking on a device, you
can open its properties window.
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The network map is synchronized with the Network tree by default, which means that if any device is selected in the Network tree, the same
device will be selected on the Network map.



Options

The Options are accessed by clicking the gear button in the top right corner of TNM's window.

General ® General
I ® General options
® Map options
Select the General tab in the Options window. General TNM settings, as well as map settings and o Il;flonltorlng options
- . . e . . un program as a
monitoring settings, are available for editing in this section. servicF:)e 9
: ® logging
Options B ® Monitoring log
. . settings
5 General Logging ) Email 7! Messengers .
® Email
® Emails are sent via
General options an SMTP server
Run program on Windows startup Use middle button on the map ® Messengers
0 — ® Backup
Start program minimize Map size
v W
Show splash screen on program startup Map widih: 2000
Map height: 1500 P

Monitoring options

Check for updates on program startup Max # of sensors at one time: 100

Use the tray icon
Tray icon options Run program as a service
Minimize to tray

Install Uninstall
[] Minimize to tray on close

Help Cancel Apply

General options

® Run program on Windows startup: allows to run Total Network Monitor on Windows startup.

Start program minimized: Total Network Monitor automatically collapses into tray or taskbar on startup.

Show splash screen on program startup: displays the splash screen on startup (the screen is displayed during Total Network
Monitor's initialization).

Load data from last opened file: data from the last opened monitoring file is automatically loaded on Total Network Monitor startup.
Check all monitors on program startup: allows to run all monitors automatically on Total Network Monitor's startup.

Check for updates on program startup: allows to automatically check for updates on Total Network Monitor's startup.

Use the tray icon: if selected, the icon is displayed in the application tray; also, the context menu becomes available (by right-clicking
the icon). This option is related to Minimize to tray (collapses the application into tray, as opposed to taskbar) and Minimize to tray
on close (collapses the application into tray when closing the main window).

Map options

® Use middle button on the map: allows to add links between the devices on the map by using the middle mouse button.
® Map width: sets the map area width in pixels.
® Map height: sets the map area height in pixels.

Monitoring options
® Max # of sensor checks at one time: sets the maximum number of sensor checks that can be run simultaneously.
Run program as a service

Running this application as a service is currently not an internal feature of the program itself. It's a workaround that makes it possible to run
the program without logging in. It's implemented with help from the external service which runs the program under the NetworkService
account.

Using the buttons Install and Uninstall, you can setup or remove the service which runs the program (entitled TNMService). When the service
is registered, you can Start it from Options.

In order for the service mode to work properly, some options should be set and some precautions should be taken:

® Disable the options Run program on Windows startup, Start program minimized, Show splash screen on program startup, Check for
updates on program statup and Use tray icon;



Enable the options Load data from last opened file and Check all monitors on program startup;

Create, set up and save the monitoring project with non-interactive actions only (e.g. Send email and Send jabber message);
Do not run the service manually when the program is running in standard mode;

Do not run the program through its shortcut or executable file when it's running as a service.

Logging

Select the Logging tab in the Options window. General log settings, as well as log archiving settings, can be edited in this section.

. General i Emnail AL Messengers

Logging options

Log file
Keep in memory up to log records:

() No external logging

(@) Create own log file for every project
() Log to a single text file:

[ ] Mave logs to the archive at reaching the size limit |

Archiving options
Archive folder: Log the following states:
| L'f| | [ Green || [ Red || B Black |
Size limit: KE

Format of the maonitor log record:

| [%4TIME_STAMP %] %MONITOR_MAME%: [%IP_ADDRESSY: %PORTY:]: %RESULT%

Monitoring log settings

® Keep in memory up to log records: sets the maximum number of log records which can be kept in the memory and shown in All
monitors log.

® |og file: allows to choose one of the 3 log file storage methods: No external logging, Own log file for every project, Log to a single
text file. For the latter case, it's necessary to select the general log file.

® | og the following states (Green, Red, Black): choose which monitor results are logged by color.

® Move log files to the archive: allows to move the log records to the Archive directory when their number exceeds the value set in
the Size limit field. The log content is moved to the log archive file with the filename consisting of the date and time of archiving.

® Format of the monitor log record: create your own log record format using macros from %TIME_STAMP% to %RESULT%, or select
the Default message.

Email

Select the Email tab in the Options window. In this section, you can set email options for the Send Email action.



‘o General i Logging Ernail AL Messengers

Email options

Default message subject:

SMTP server: |srnt|:|.server.mm |TNM alert

Part: Default message body:

Monitor %MONITOR_MAME%: & %DEVICE_MAME%:
[3%IP_ADDRESS%%: %6PORT %] changed color to
BEMONITOR_COLOR %, Result: "%6RESULT %"
Server requires an authorization [BTIME_STAMP %4]

Autharization

Login: |admir1

Password:

| A

‘fou Ccan use macros:

Enter the default email title into the Default message subject field. Likewise, enter the message into the Default message body field. You can
also use macros (macros are described in the Operations with actions - Adding new action section).

Emails are sent via an SMTP server
Specify the SMTP server network address and — optionally — a port number (port 25 is used by default) into the SMTP server and Port fields

respectively. If the SMTP server requires authorization, tick the Server requires an authorization box, and enter the username and password
into the Login and Password fields respectively.

Authorization types AUTH PLAIN, AUTH LOGIN and TLS/STARTTLS are supported.
Messengers

Select the Messengers tab in the Options window. In this section, you can specify Jabber protocol settings, which are used during the Send
Jabber message action.


http://silserver:8091/display/TNMDOC/Operations+with+actions#Operationswithactions-macros

‘o General i | Logging L'z Ernail

Messenger options

Jabber

Jid: |
Example: juliet@capulet. com

Password: |

Port:

[] Manually specify the connection host

Specify the user identifier and its server into the Jid field. For example, juliet@capulet.com means that the message will be sent on behalf of j
uliet through server capulet.com.

Enter the user password into the Password field and the port number of the remote Jabber server (port 5222 is used by default) into the Port
field.

Check Use secure connection (TLS) to use Jabber servers that require an encrypted connection over TLS (Transport Layer Security protocol).
You can enter the address of your Jabber server into the Manually specify the connection host field.

Backup

Select the Backup tab in the Options window. In this section, you can specify the settings for automatic project file backup.

You can change the Backup directory where the backed up file will be placed, as well as adjust the Backup frequency.
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